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* Problems caused by concurrent transactions
— Lost update (EL(EH )
— Non-repeatable read (ARSI )
— Dirty read (IZf "fE" #UE)
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 Symbols
— R(x): read x
— W(x): write x
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Tl TZ
@ R(A)=16

- Transactions T, and T, read the ) R(A)=16
same data item A and modify it

« The committed result of T, @ A<—A-1
eliminates the update of T, W(A)=15

@ A<A-1
W(A)=15
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T

@D R(A)=50

sum=150
®)
(

::.0
Ca@r-200)

sum=250
(sum is not

correct)

T, reads B=100

T, reads B, then updates B=200,
and writes B back

T, reads B again, and B=200, not
the same as the first read
Phantom Phenomenon (£JEI152)

— records disappear or new records
appear for the same query
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» B (Dirty Read)

« T, modifies C to 200, T, reads C as
200

« T, rolls back for some reason and its
modification also rolls back. Then C
recovers to 100

« T,reads C as 200, which is not
consistent with the database

@ ROLLBACK

C recover
to 100
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« Lock-based protocols
— a mechanism to control concurrent access to a data item
 Data items can be locked in two modes

— exclusive (X) mode (HEftEEY): Data item can be read and written. X-lock is
requested using lock-X instruction

— shared (S) mode (¥Z=8Y): Data item can only be read. S-lock is requested using
lock-S instruction

* Lock requests

— Made to the concurrency control manager (Fr&3s 4| ETHEE)
— Transaction can proceed only after the lock request is granted
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Lock-compatibility matrix (St 1E5E0%)

S X
true false
X | false | false

A transaction may be granted a lock on a data item if the requested lock is
compatible with the locks already held on the data item by other transactions

If a lock cannot be granted, the requesting transaction waits till all the

incompatible locks have been released

10
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R(A)=15
A<A-1
W(A)=14
Commit
Unlock A

11
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T,

R(A)=50
R(B)=100
sum=150

)

® R(A)=50
R(B)=100
sum=150

C mm .'l'
Unlock A
Unlock B

@

B-—B*2

® | W(B)=200
| Commit
| Unlock B

12



R A

@) P %+ 5

TONGIJI UNIVERSITY

T

@_Xlock €O

R(C)=100
C—C*2
W(C)=200

@ ¢

@ ROLLBACK
(C rec. 100)

@

®

R(€)=100
Commit C
Unlock C

13
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lock-S(A);
read (A);
unlock(A);
ock SBY
read (B);
unIock(B);_
display(A+B)

This locking is not sufficient to guarantee
serializability. If A and B get updated in-
between the read of A and B, the displayed
sum would be wrong

A locking protocol is a set of rules

— followed by all transactions while requesting
and releasing locks

— locking protocols restrict the set of possible
schedules

14
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> FFEREIENY (Two-Phase Locking Protocol) 4

« A protocol which ensures conflict-serializable schedules

— Phase 1: Growing Phase (121K ER)
 transaction can obtain locks but cannot release locks
— Phase 2: Shrinking Phase (48RB ER)
 transaction can release locks but cannot obtain locks
« The protocol assures serializability. It can be proved that the transactions can
be serialized in the order of their lock points (FFlie)
— Lock point: ESRERENNMGE

15
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. Satisfy 2PL

Slock A Slock B Xlock C Unlock B Unlock A Unlock C

|— Growing —| | Shrinking  —|

* Not satisfy 2PL
Slock A Unlock A Slock B Xlock C Unlock C Unlock B

16
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T T,

CSlock(AD
R(A=260)

Slock(C)

R(C=300)

Xlock( C))
W(C 250)

i

R(A=160)
Xlock(A)

W(A=210)

2PL ensures serializable schedules

17
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Strict two-phase locking (FTEASFA M ERE

»

#d)

— Cascading roll-back is possible under two-phase locking
— In strict two-phase locking, a transaction must hold all its exclusive locks

till it commits

Rigorous two-phase locking (3RFABERE

»

#d)

— All locks are held till the transaction commits
— Transactions can be serialized in the order in which they commit

18
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Two-phase locking with lock conversions
— Upgrade (F+4k)

* lock-S -> lock-X
— Downgrade (F&4%)

* lock-X -> lock-S

This protocol assures serializability

T8:

T9:

read(a,)
read(a,)

read(a,)
write(a,)

read(a,)

read(a,)
display(a+a,)

19
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« A transaction T; issues the standard read/write instruction, without
explicit locking calls

« read(D) is processed as:

ifT; has a lock on D, then
read(D);
else
wait until no other transactions have a lock-X on D;
grant T; a lock-S on D;
read(D)
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« write(D) is processed as:

ifT; has a lock-X on D, then
write(D);

else
wait until no other transactions have any lock on D;
ifT; has a lock-S on D, then

upgrade lock on D to lock-X;
else

grant T; a lock-X on D;
write(D);

 All locks are released after the transaction commits
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 Lock manager ($liE1ESR)

Usually implemented as a separate process to which transactions send lock and
unlock requests

The lock manager replies to a lock request by sending a lock grant messages (or a
message asking the transaction to roll back, in case of a deadlock)

The requesting transaction waits until its request is answered

The lock manager maintains a data-structure called a lock table (f#%&) to record
granted locks and pending requests

The lock table is usually implemented as an in-memory hash table indexed on the
name of the data item being locked

22
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Dark blue rectangles indicate granted locks, and light
blue ones indicate waiting requests

Lock table also records the type of lock granted or
requested

New request is added to the end of the queue of
requests for the data item, and granted if it is
compatible with all earlier locks

Unlock requests result in the request being deleted,
and later requests are checked to see if they can now
be granted

If transaction aborts, all waiting and granted requests
of the transaction are deleted

— lock manager may keep a list of locks held by each
transaction, to implement this operation efficiently

1912

T23

. granted
|:| waiting

23
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» FEii (Deadlock)

« Consider the following partial schedule

T, T,

lock-X(B)

read(B)

B:=B-50

write(B)
lock-S(A4)
read(A4)
lock-S(B)

lock-X(A)

« Such a situation is called a deadlock
— To handle the deadlock, T or T, must be rolled back and release its locks
— Deadlock exists in most locking protocols

— Two-phase locking, including the strict and rigorous versions, cannot

avoid deadlocks 2



» i (Starvation)

« Starvation

— E.g., atransaction may be waiting for an X-lock on a data item, while a
sequence of other transactions request and are granted an S-lock on the
same data item

— The same transaction is repeatedly rolled back due to deadlocks
« Concurrency control manager can be designed to prevent starvation
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Graph-based protocols are an alternative to two-phase locking
— Impose a partial ordering —({®/%) on the set D = {d;, d,, ..., d,} of all data

items
« Partial ordering: according to the logical or the physical organization of the

data, or it may be imposed solely for the purpose of concurrency control
— If d; - d;, then any transaction accessing both d; and d; must access d;

before accessing d;
— The set D can be viewed as a directed acyclic graph, called database

graph
The tree-protocol is a simple type of graph protocol

27
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« Only exclusive locks are allowed in tree
protocol

— The first lock by T; may be on any data item

— Subsequently, a data Q can be locked by T; only 6
if the parent of Q is currently locked by T; G

— Data items may be unlocked at any time Q G
— An unlocked data item cannot be relocked by T; e

28
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Advantages

— The tree protocol ensures conflict serializability as well as freedom from
deadlock

— Unlocking may occur earlier than two-phase locking protocol, hence shorter
waiting time and higher concurrency

Disadvantages
— The abort of a transaction can still lead to cascading rollbacks

— May have to lock data items that it does not access, thus increasing locking
overhead, and incurring additional waiting time

29
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« Timestamp of a transaction

— Each transaction is issued a timestamp when it enters the system. If an old
transaction T; has timestamp TS(T;), a new transaction T; is assigned timestamp
TS(T;) such that TS(T;) <TS(T;).
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« Timestamp-based protocol

— The protocol manages concurrent execution such that the timestamps determine
the serializability order

— To assure such behavior, the protocol maintains two timestamp values for each
data Q:

«  W-timestamp(Q): the largest time-stamp of any transaction that executed write(Q)
successfully

R-timestamp(Q): the largest time-stamp of any transaction that executed read(Q)
successfully

30
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The timestamp-based protocol ensures that any conflicting read and
write operations are executed in timestamp order

Suppose that transaction T; issues a read(Q)
— If TS(T;) < W-timestamp(Q), then T; needs to read a value of Q that was
already overwritten
» the read operation is rejected, and T; is rolled back

— I TS(T;) = W-timestamp(Q), then the read operation is executed, and R-
timestamp(Q) is set to max(R-timestamp(Q), TS(T;))

31
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Suppose that transaction T; issues write(Q)

— If TS(T;) < R-timestamp(Q), then the value of Q that T; is producing was
needed previously, and the system assumed that the value would never be
produced

 the write operation is rejected, and T; is rolled back

— I TS(T;) < W-timestamp(Q), then T; is attempting to write an obsolete value

of Q
« this write operation is rejected, and T; is rolled back

— Otherwise, the write operation is executed, and W-timestamp(Q) is set to

TS(T;)

32
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« The timestamp-ordering protocol guarantees serializability since all the arcs in
the precedence graph are of the form:
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transaction
with larger

transaction
with smaller

timestamp timestamp

— There will be no cycles in the precedence graph
« Timestamp protocol ensures freedom from deadlock as no transaction ever waits
« But the schedule may not be cascade-free, and may not even be recoverable

33
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Consider the following two transactions:

T,: write(X)

write(Y)
Schedule with deadlock

T,: write(Y)
write(X)

T, T,
lock-X on X
write
) lock-X on ¥
write (Y)
wait for lock-X on X
wait for lock-X on ¥

35
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> FEERYSLIE (48)

« System is deadlocked if there is a set of transactions such that every
transaction in the set is waiting for another transaction in the set

« Deadlock prevention protocols ensure that the system will never enter into a
deadlock state.
— Require that each transaction locks all its data items before it starts execution (pre-
declaration)

— Impose partial ordering of all data items and require that a transaction can lock data
items only in the order specified by the partial order (graph-based protocol)

36
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Following schemes use transaction timestamps for the sake of deadlock
prevention
— wait-die scheme — non-preemptive(IFt &)

* older transactions wait for younger ones to release data items. Younger
transactions never wait for older ones and roll back instead

« one transaction may die several times before acquiring the needed data item
— wound-wait scheme — preemptive(}& )

 older transactions would force the rollback of younger transactions instead of
waiting for them. Younger transactions may wait for older ones.

* may be fewer rollbacks than wait-die scheme

37
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Both in wait-die and in wound-wait schemes
— arolled back transactions is restarted with its original timestamp

— older transactions thus have precedence over newer ones, and starvation is hence
avoided

Timeout-based schemes (EF{BA3a9HN%1)

— atransaction waits for a lock for a specified amount of time. After that, the
transaction is rolled back, thus deadlocks are not possible

— simple to implement but starvation is possible. Also difficult to determine the good
value of the timeout interval.

38
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> FEsfil

- Deadlocks can be described as a wait-for graph(ZFE&) G = (V,E)
— Vs a set of vertices corresponding to all the transactions in the system

— Eis a set of edges and each edge is an ordered pair T; — T; indicating that T; is
waiting for T; to release a data item

« The system is in a deadlock state iff the wait-for graph has a cycle.
Must invoke a deadlock-detection algorithm periodically to look for
cycles

39
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&

Wait-for graph without a cycle

Wait-for graph with a cycle

40
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When deadlock is detected

Some transaction needs to roll back

Rollback -- determine how far to roll back the transaction
* Total rollback: abort the transaction and then restart it

 Partial rollback: more effective to roll back transaction only as far as necessary
to break the deadlock

Starvation happens if the same transaction is always chosen as victim
Include the number of rollbacks in the cost factor to avoid starvation

41
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« Allow data items to be of various sizes and define a hierarchy of data
granularities

« Can be represented as a tree. When a transaction locks a node in the
tree explicitly, it implicitly locks all the node's descendants in the same
mode

- Granularity of locking

— fine granularity (lower in tree): high concurrency, high locking overhead
— coarse granularity (higher in tree): low concurrency, low locking overhead
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« The highest level in the example hierarchy is the entire database
« The levels below are of type area, file and record in that order

;‘:;.,:- D /’h%) + ,(g_
X TON
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Three additional lock modes with multiple granularity

— intention-shared (IS): E@HEEEH1

* indicates explicit locking at a lower level of the tree but only with shared locks
— intention-exclusive (IX): EEHEER B

* indicates explicit locking at a lower Ievel with exclusive or shared locks
— shared intention-exclusive (SIX): == mHEHtbEL

 the subtree rooted by that node is Iocked explicitly in shared mode and explicit
locking is being done at a lower level with exclusive-mode locks

Intention locks allow a higher level node to be locked in S or X mode
without having to check all descendent nodes

45
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IS IX S SIX X

IS true true true true false
IX true true false false false
S true false true false false
SIX true false false false false
X false false tfalse talse false

46
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« Transaction T; can lock a node Q, using the following rules:

The lock compatibility matrix must be followed
The root of the tree must be locked first, and may be locked in any mode

A node Q can be locked by T; in S or IS mode only if the parent of Q is currently
locked by T; in either IX or IS mode.

A node Q can be locked by T; in X, SIX, or IX mode only if the parent of Q is
currently locked by T; in either IX or SIX mode.

T; can lock a node only if it has not previously unlocked any node (that is, T; is two-
phase).

T; can unlock a node Q only if none of the children of Q are currently locked by T;.

« Locks are acquired in root-to-leaf order, whereas they are released in
leaf-to-root order

47
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« Transaction failure (B538§[&)
— Logical errors, e.qg., illegal inputs
— System errors, e.g., dead locks
- System crash (R4EEiR)

— A power failure, or other hardware and software failures cause the system
to crash

- Disk failure (BiE2&IE)

— A head crash or similar disk failures destroy all or part of disk storage
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« Technigues to ensure database consistency and transaction atomicity
despite failures
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« Recovery algorithms have two parts
— Actions taken during normal transaction processing
- (RIEPEEBRIEERTHERESE
— Actions taken after a failure
- IREEIREERIEN—EUERE
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. Volatile storage (R<I4ETFiESR)

— does not survive system crashes
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— e.g., main memory, cache memory

- Non-volatile storage (AER K4 1FiE=2)
— survives system crashes
- e.g., disk, tape, flash memory
. Stable storage ([ ETF{iEeR)
— a mythical form of storage that survives all failures
— achieved by maintaining multiple copies on distinct non-volatile media
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Physical blocks (4IE#R)
— the blocks residing on the disk
Buffer blocks (45/iR)
— the blocks residing temporarily in main memory
Block movements between disk and main memory
— input(B): physical block -> memory (buffer)
— output(B): buffer block -> disk
Each transaction T; has its private work-area (FA5 L{EX)
- T;'s local copy of a data item X is denoted by x;
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« Transaction transfers data items between system buffer blocks and its
private work-area using

— read(X)
— write(X)
« Transactions
— Perform read(X) while accessing X for the first time
— All subsequent accesses are to the local copy
— After the last access, transaction executes write(X)
« output(By) does not need to immediately follow write(X)
— System performs the output operation when it deems fit
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buffer
Buffer Block A > x kL_input(A)
Buffer Block B ———#| Y |-
f output(B)
read(X) write(Y)

Xa[ |

0

Y1

work area work area
of T, of T,

memory
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> RESKRFIHE

« Modifying the database without ensuring that the transaction will commit may
leave the database in an inconsistent state
— Consider transaction T; that transfers $50 from account A to account B
— Several output operations may be required for T; to output A and B
— A failure may occur after one of these modifications have been made but before all
of them are made
« To ensure atomicity despite failures, we first output information describing the
modifications to stable storage without modifying the database

« Two approaches
— Shadow-paging (<)
— Log-based recovery (EFHEHIRE)

12
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 Alog is kept on stable storage
— The log is a sequence of log records

« When transaction T; starts, it registers itself by writing a < T; start> log record

— Before T; executes write(X), a log record < T;, X, V;, V,> is written, where V; is the old value and
V, is the new value

@ A& +5
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— When T; finishes the last statement, the log record < T;, commit> is written

« Two approaches to use logs
— Deferred database modification (ZEIREEEEIEH)
— Immediate database modification (BPZIEURRE(ERX)

13
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* Record all modifications to the log, but defer all the writes to after partial
commit

Transaction starts by writing <T; start> record to log

A write(X) operation results in a log record < T;, X, V;, V,> being written, where V, is
the new value

The write is not performed on X at this time, but is deferred
When T; partially commits, < T; commit> is written to the log

Finally, the log records are read and used to actually execute the previously
deferred writes

14
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 Recovery after a crash
— A transaction needs to be redone iff both <T; start> and < T; commit> are in
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the log
— Redo(T;) sets the value of all data items updated by the transaction to the
new values
 Example:
- T, executes before T;, and initial: A=1000, B=2000, C=700
T,: read (A) T, :read (C)
A:=A-50 C:=C-100
write (A) write (C)
read (B)
B:= B+ 50
write (B)

15
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* Recovery actions in each failure case below:
— (a) no redo actions need to be taken
— (b) redo(T,) must be performed
— (c) redo(T,) must be performed followed by redo(T,)

<T, start>
<T,, A, 1000, 950>
<Ty, B, 2000, 2050>

(a)

<T, start>

<T,, A, 1000, 950>
<T,, B, 2000, 2050>
<T, commit>

<T, start>

<Ty, C, 700, 600>

(b)

<T, start>

<T,, A, 1000, 950>
<Ty, B, 2000, 2050>
<T, commit>

<T, start>

<T,, C, 700, 600>
<T; commit>

(©)

16
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> BPZIELHE RSP

« Allows database updates of an uncommitted transaction
— Update log records must be written before database items are written
— The output of updated blocks can take place at any time before or after
transaction commit

— Order in which blocks are output can be different from the order in which
they are written

17
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Log Write Output

<T,start>
<T, A, 1000, 950>
<T,, B, 2000, 2050>

A =950
B = 2050
<T,commit>
<T, start>
<T,, C, 700, 600>
C =600
Bg, Bc
<T, commit>
B,

Note: By denotes the block containing X

18
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« Recovery procedure has two operations

— undo(T;): restore the values of all the data items updated by transaction T; to the old
values

— redo(T;): set the values of all data items updated by transaction T; to the new values

 When recovering after failure

— Transaction T; needs to be undone if the log contains the record <T; start>, but does
not contain <7T; commit>

— Transaction T; needs to be redone if the log contains both the record <T; start> and
<T; commit>

« Undo operations are performed first, then redo operations

@) P %+ 5
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<T, start> <T, start>
<T,, A, 1000, 950> <T,, A, 1000, 950>
<T,, B, 2000, 2050> <T,, B, 2000, 2050>
<T, commit>
<T, start>
<T,, C, 700, 600>

(a) (b)

Recovery actions in each case above are:
— (a) undo(T)
— (b) undo(T,) and redo(T,)
— (c) redo(T,) and redo(T,)

<T, start>

<T,, A, 1000, 950>
<Ty, B, 2000, 2050>
<T, commit>

<T, start>

<T;, C, 700, 600>
<T, commit>

(©)
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* Problems in the recovery procedure
— Searching the entire log is time-consuming

— Might unnecessarily redo transactions which have already output their updates to the
database

- Recovery procedure sets checkpoints periodically
— Output all the log records currently residing in main memory to stable storage
— Output all the modified buffer blocks to the disk
— Write a log record <checkpoint> to stable storage

21



> HEER (88)

@) P %+ 5

TONGIJI UNIVERSITY

* During recovery
— Scan backwards from the end of log to find the most recent <checkpoint>
record
— Continue scanning backwards till a record <T; start> is found. We assume
that all transactions are executed serially

Need only consider the part of log following above start record

For all transactions (starting from T; or later) with no <T; commit>, execute
undo(T;).

Scanning forward in the log, for all transactions starting from T; or later with a
<T; commit>, execute redo(Tj).

22
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HLF:
T3
3
—Tat,
checkpoint system failure

« T, can be ignored (updates have been already output to disk according to the

checkpoint)
* redo T,and Tj
e undo T,
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« Modify the log-based recovery scheme to allow multiple transactions to execute
concurrently

— All transactions share a single disk buffer and a single log
— A buffer block can have data items updated by multiple transactions
« Assume that concurrency control uses strict two-phase locking
« Logging is done as described earlier
— Log records of different transactions may be interspersed (§{#fn) in the log

« The checkpointing technique and actions taken on recovery have to be
changed

25
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Checkpoints are performed as before, except that the checkpoint log record is
the form <checkpoint L>

— L is a list of active transactions at the time of the checkpoint

— No update is in progress while the checkpoint is carried out

When the system recovers from a crash
— Initialize undo-list and redo-list to empty

— Scan the log backwards until a <checkpoint L> record is found
« if the record is <T; commit>, add T; to redo-list
if the record is <T; start> and T; is not in redo-list, add T; to undo-list
« forevery T; in L, if T; is not in redo-list, add T; to undo-list

26
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<T, start>

<Ty, A 0, 10>
<T, commit>
<T, start>
<T;, B, 0, 10>
<T, start>

<T,, C,0,10>
<T,, C, 10, 20>

<checkpoint { T,

< T, start>

<75, A 10, 20>
<T; D, 0,10>
<T; commit>

Go through the steps of the recovery algorithm on the following log
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Recovery

— Scan log backwards from the end of the log

» During the scan, perform undo for each log record that belongs to a transaction
in undo-list

— Locate the most recent <checkpoint L> record, and scan log forwards from
the <checkpoint L> record till the end of the log

» During the scan, perform redo for each log record that belongs to a transaction
on redo-list
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* Log record buffering

Log records are buffered in main memory, instead of being output directly
to stable storage

Log records are output to stable storage when a block of log records in the
buffer is full, or a log force operation is executed

Log force is performed to commit a transaction by forcing all its log records
(including the commit record) to stable storage

Multiple log records can be output using a single output operation, thus
reducing the I/O cost

30



> Elu\laiﬂg%ﬁ (Q—i)

« Write-ahead logging (WAL) rule for buffering log records

— Log records are output to stable storage in the order in which they are
created

— Transaction T; enters the commit state only when the log record <T;
commit> has been output to stable storage

— Before a block of data in main memory is output to the database, all log
records pertaining to data in that block must have been output to stable
storage
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Database maintains an in-memory buffer of data blocks

— When a new block is needed, an existing block should be removed from buffer if the
buffer is full

— If the block chosen for removal has been updated, it must be output to disk

No update should be in progress on a block when it is output to disk, which is
ensured as follows

— Before a block is output to disk, the system acquires an exclusive latch (|-%i) on
the block

Ensures no update can be in progress on the block
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- Database buffer can be implemented either

— In an area of real main-memory reserved for the database, or in virtual memory

« Implementing buffer in reserved main-memory has drawbacks

— Memory is partitioned before-hand between database buffer and applications,

limiting the flexibility of main-memory

— Needs may change, and although operating system knows best how memory should

be divided up at any time, it cannot change the partitioning of memory
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Database buffers are generally implemented in virtual memory in spite of
some drawbacks
— When OS needs to evict (Zi) a page that has been modified, the page is written
to swap space on disk
— When DB decides to write buffer page to disk, buffer page may be in swap space (3¢

#2[X), and may have to be read from swap space on disk and output to the database
on disk, resulting in extra 1/0Os
« Known as dual paging (XX4%3'T3) problem
— ldeally when swapping out a database buffer page, operating system should pass
control to database, which in turn outputs the page to database instead of to swap
space

« Dual paging can thus be avoided, but common operating systems do not support such
functionality
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Technique similar to checkpointing is used to deal with loss of nhon-
volatile storage
— Periodically dump the entire content of the database to stable storage
— No transaction may be active during the dump procedure, and a procedure similar to
checkpointing must take place
« output all log records currently residing in main memory onto stable storage
« output all buffer blocks onto the disk
» copy the contents of the database to stable storage
» output a record <dump> to log on stable storage
— To recover from disk failure
» restore database from the most recent dump
+ consult the log and redo all transactions that committed after the dump

Can be extended to allow transactions to be active during dump, known as
fuzzy dump or online dump
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